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9 .  COMPLIANCE AND REPUTATIONAL RISK 

COMPLIANCE 

Compliance means acting in accordance with applicable banking 

and financial rules, ranging from laws and regulations to 

professional, ethical or internal standards and principles.  

By ensuring that these rules are observed, the Group works to 

protect its customers and, in general, all of its counterparties and 

employees. Protecting the company’s image is one of the Group’s 

strategic objectives.  

Complying with these commitments is not only the responsibility of 

a few experts, but of all Group employees, who must demonstrate 

compliance and integrity in their daily tasks. Accordingly, the Group 

has adopted an organisation and a body of strict doctrines, 

procedures and rules that are updated regularly.  

The compliance system 

The system for prevention of compliance risks is based on a 

shared responsibility binding all core businesses, Corporate 

Divisions and Compliance function employees:  

■ operational entities must integrate compliance with laws and 

regulations, the rules of good professional conduct, and the 

Group’s internal rules into their daily work;  

■ the Compliance function has two main duties: (i) advising and 

assisting the operational entities so that they may complete 

their tasks in compliance with their professional and 

regulatory obligations, and in keeping with the Group’s 

commitments; and (ii) monitoring and assessing the relevance 

and efficiency of the system for monitoring and controlling 

compliance risks. 

The Compliance function, reporting to the Group’s Corporate 

Secretary in his capacity as Group Chief Compliance Officer, 

comprises employees of the Compliance Department within the 

Corporate Secretariat, and officers appointed within the core 

businesses and subsidiaries.  

The Legal, Human Resources, Tax, Corporate Social 

Responsibility, and Corporate Resources and Innovation 

divisions support the Compliance function within the scope of 

their respective fields of expertise. 

The Group’s Corporate Secretary is responsible for the overall 

coordination of the Compliance function and of relations with the 

authorities in this regard. He is assisted in his duties by the Head 

of Group Compliance.  

The efficiency of the compliance system is continuously 

monitored and strengthened at the highest Group level: 

■ the Societe Generale Group’s Board of Directors conducts an 

annual review of the measures to prevent and control 

compliance risks; 

■ the Group’s Corporate Secretary in his capacity as member of 

the Executive Committee is informed of and involved in the most 

important decisions. He attends all meetings of the Audit and 

Internal Control Committee (CACI) and of the Risk Committee 

(CR), where he regularly gives presentations; 

■ a Compliance Committee (COMCO) at General Management 

level, comprising the members of the Group Executive 

Committee, meets quarterly (as a minimum) to determine the 

Group's broad outlines and principles in terms of compliance. At 

this meeting, the Head of Group Compliance presents the key 

events of the period and provides an overview of the compliance 

system, the main regulatory developments, and the status of 

projects under way. Every quarter, each member of the Executive 

Committee receives a reputational dashboard, a compliance 

dashboard, and reports on major compliance-related issues; 

■ once a month, the Group's Corporate Secretary convenes the 

Group Compliance Committee (CCG), with the participation of 

the Head of Group Compliance, compliance officers from the 

various core businesses, and those from the Finance and 

Development Division, the Corporate Resources and Innovation 

Division, the Head of Internal Control Coordination, the Chief 

Legal Officer, and representatives from the Operational Risk 

Department and General Inspection. The Committee reviews the 

most significant events of the period for the whole Group, 

decides on the measures to be implemented, and monitors their 

implementation. The major legal and regulatory oversight items 

are presented by the Chief Legal Officer. The compliance system 

of the core businesses and Corporate Divisions is assessed on a 

regular basis. 

THE COMPLIANCE DEPARTMENT 

The Compliance Department manages the compliance control and 

monitoring system and monitors reputational risk. It ensures the 

consistency of the Group’s system for prevention of compliance 

risks, its efficiency, and the development of appropriate relationships 

with banking supervisors and regulators. 

The work carried out by the Compliance Department concerns 

the following main tasks: 

■ the definition and implementation of the overall normative 

framework, the adaptation and operational implementation of 

said normative framework within its scope of hierarchical 

authority, or else the monitoring of its implementation within 

its scope of functional supervision; 

■ the development, in collaboration with the Legal Department, 

of procedures intended to ensure compliance with the laws 

and regulations applicable to banking and financial activities, 

and the standards of conduct set by General Management; 

■ keeping compliance directives and guidelines operational at 

Group level, approving the compliance rules included in the 

guidelines and procedures of the core businesses and 

business lines; 

■ the independent assessment of compliance risk management 

within the entities/activities with a major impact on the Group’s 

risk profile, and individually with respect to regulated employees, 

in compliance with regulations, in particular CRD IV;  
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■ the consolidation and monitoring of significant events within all 

entities, thanks in particular to the quarterly production of Group 

management dashboards: 

- the reputational risk dashboard measures the Societe Generale 

Group’s reputation based on various key internal indicators 

(customer complaints, social climate, cybercrime and fraud, 

regulator relations) and external indicators (e-reputation, 

external barometers, corporate and social responsibility, and 

supplier relations), 

- the compliance dashboard presents the key events for the 

quarter. It is organised by topic: financial security, customer 

protection, relations with the regulatory authorities, market 

integrity; 

■ reporting to the Group Executive Committee and, in coordination 

with the Legal Department, monitoring relations with banking and 

regulatory supervisors; 

■ administrative tasks and preparing files for the Group Compliance 

Committee.  

The Compliance Department is organised into departments 

dedicated to the Group’s businesses and into cross-business 

departments. 

Four departments are dedicated to the businesses: (i) “Retail Banking 

and Financial Services” (France & International), (ii) “Global Banking 

and Investor Solutions”, (iii) “Private Banking”, and (iv) “Insurance”, 

with a manager specially appointed and reporting to the Head of the 

Compliance Department, except for the department dedicated to the 

Insurance business line, which reports to him functionally. Subsidiary 

compliance officers in France and abroad report to the business line 

compliance officers, through a hierarchical or functional link, 

depending on the local regulations. The hierarchical scope of the 

Compliance function was expanded in 2016 to include the 

Compliance Officers of the Regional Departments of the France 

network under the Societe Generale brand. 

The cross-business departments are responsible for developing their 

skills and expertise across the Group: 

■ “Group Financial Security” (SFG) for Anti-Money Laundering and 

Countering Terrorist Financing actions (AML/CTF), Know your 

Customer obligations (KYC), and compliance with embargoes 

and sanctions; 

■ “Expertise and Coordination Governance” (GEA) for updates to 

the function's regulatory framework, awareness-raising and 

training of employees regarding compliance risks and the 

coordination of regulatory projects at Group level; 

 

■ “Control” (CTL) for the coordination and implementation of a 

permanent second-level compliance control system, oversight of 

personnel operations covered by a code of conduct, the 

management of the Group Compliance Committee (CCG), and 

the production of “Group” dashboards (compliance and 

reputation); 

■ “Global and strategic development” (GSD) assists the Head of 

Group Compliance with respect to peer comparisons, the 

anticipation of and support with regulatory developments, and 

carrying out transformation and efficiency projects. In particular, 

the department coordinates the Compliance Transformation 

Programme (CTP) that is being implemented by the Compliance 

function. 

GROUP FINANCIAL SECURITY  

Societe Generale has a system to prevent and detect risks 

related to money laundering and terrorism financing, in addition 

to non-compliance with embargoes and financial sanctions. This 

system is organised as follows:  

■ The Group Financial Security Department (SFG) within the 

Compliance Department ensures the overall coordination of the 

system across the Group, defines the applicable normative 

framework, and ensures the consistency of local provisions; 

■ Business line compliance officers implement the Financial 

Security system within their scope; 

■ Anti-Money Laundering Officers (AMLO) ensure the 

implementation of this system within their entities. 

The entities located abroad must apply measures at least 

equivalent to French regulatory obligations and to the Group 

policy, while complying with local obligations. When local 

regulations impose additional obligations, said obligations must 

also be applied. 

The Group Financial Security Department (SFG) organises the 

dissemination and sharing of information relative to financial 

security risks, which includes the approval of customers and 

transactions presenting the highest risk with regard to criteria 

defined and shared with the core businesses; the organisation of 

information circuits enabling the reporting to Corporate Divisions 

of suspicious activity carried out within all entities, except when 

local regulations prohibit such reporting; the centralisation at 

Group level of all information necessary to fight money laundering 

and terrorism financing, and to comply with embargoes and 

sanctions. 

The SFG Department reports suspicious activity to TRACFIN (a 

service of the French Ministry of Finance) for all of the Group's 

French entities (except Crédit du Nord and Boursorama Banque, 

which report directly), and submits reports on asset freezes and 

authorisation requests to the French Treasury for Societe 

Generale SA. For entities and subsidiaries located outside 

France, the AMLOs report suspicious activity to the equivalent 

local authorities. 

A team at the SFG Department level is dedicated to updating 

scenarios and alert thresholds, as well as monitoring the correct 

configuration of the Group’s supervisory tools.  

APPLICATIONS DEDICATED TO 

COMPLIANCE ENFORCEMENT AND TO THE 

DEVELOPMENT OF A PROCESS-BASED 

APPROACH 

Three types of IT applications ensure compliance with regulations 

and detection of situations requiring special attention: 

■ profiling/scenario management tools that trigger alerts when 

unusual account flows or transactions are detected. More 

specifically, they are used to prevent money laundering and 

terrorism financing, and to detect market abuse, price 

manipulation and insider trading; 

■ tools used to filter data based on pre-defined lists (internal lists, 

external databases, etc.) that trigger alerts upon detecting 

certain people, countries or activities targeted by national or 

international sanctions and embargoes, or people with 

convictions or having PEP (politically exposed person) status;
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■ reporting/evaluation tools that provide reports/statements on 

specific characteristics of an entity, core business, business line 

or customer to notify the relevant authorities (regulators, senior 

management, etc.). The Compliance function also has a tool for 

mapping and assessing compliance risks, a reporting tool for 

personal transactions, and a set of tools to manage lists of 

insiders and possible conflicts of interest. 

These tools are regularly updated and their features enhanced to 

incorporate regulatory and technological changes and improve 

their operational efficiency. 

Implementation of compliance 

policies 

ANTI-MONEY LAUNDERING AND 

COUNTERING TERRORIST FINANCING 

(AML/CTF) 

Measures aimed at increasing the efficiency of the AML/CTF system 

and the vigilance of Group employees were continued in 2016.  

In particular, we can mention: 

■ the strengthening of Corporate Division teams dedicated to 

reporting suspicious activity, across all of the Group’s French 

entities, which was intensified during the year. 

■ the implementation of the COSI project (regulatory, systemic 

reporting to TRACFIN), which includes cash deposits/withdrawals;  

■ the roll-out of a training programme for “AML/CTF” certification, 

dedicated to financial security officers;  

■ continuation of the project to optimise the processing and 

monitoring of individual financial security files and information 

sharing among the various core businesses; 

■ preparation of the entry into force of the Fourth European Anti-

Money Laundering Directive. 

KNOW YOUR CUSTOMER (KYC) 

As part of the Know your Customer process, the Group’s directive 

on customer knowledge obligations in terms of financial security was 

overhauled and published in July 2016.  

In operational terms:  

■ more attention is given to the regular review of customer records;  

■ the scope covered by the project to centralise the filtering of 

politically exposed persons (PEP) was increased, within the limits 

of local regulations; 

■ the pooling and sharing of customer knowledge information was 

expanded in accordance with local regulations. 

Furthermore, a financial crime risk client rating project (fccr) was 

launched in the beginning of q2 2016 to define a common rating 

method for the group regarding its customers’ financial security risk 

profiles. 

EMBARGOES AND FINANCIAL SANCTIONS 

In terms of embargoes, the international environment in 2016 

remained very challenging, with a high level of complexity. 

Differences between the European and American regimes are 

likely to generate significant operational risks for financial 

institutions. In view of prevailing uncertainties, the Societe 

Generale Group has not considered resuming its commercial 

activities with Iran at this stage.  

The year 2016 is characterised in particular by: 

■ the continued strengthening of the workforce dedicated to 

embargoes in the Compliance function, in particular within the 

corporate team; 

■ the harmonised operation of filtering tools, in particular by 

standardising their configuration within the Group;  

■ the centralised processing of alerts with the integration of new 

entities; 

■ the overhaul of the “embargoes and financial sanctions” risk 

mapping methodology.  

An e-learning programme concerning specifically the risks related 

to international sanctions was made compulsory from mid-2015 

for all Group employees. At end-2016, the roll-out of this training 

was practically finalised across the entire Group. The most 

exposed people were able to benefit from face-to-face training 

dedicated to their specific activities. 

ANTI-CORRUPTION MEASURES 

The fight against corruption is a global struggle that is intensifying. 

Many countries have anti-corruption laws and increasingly severe 

sanctions are regularly imposed on individuals and legal entities.  

In 2000, Societe Generale made certain commitments as part of the 

Wolfsberg Group and, in 2003, under the United Nations Global 

Compact. The anti-money laundering and countering terrorist 

financing mechanism includes monitoring the use of the banking 

system by third parties to commit acts of corruption.  

To fight corruption, Societe Generale applies strict principles which 

form part of its Code of Conduct and comply with the strictest 

regulations in this regard, including the UK Bribery and Corruption 

Act (2011). These provisions are transposed in an “anti-corruption” 

directive applicable to all of the Group’s employees. A key control 

within the body of normative controls checks compliance with 

internal and external obligations with respect to the fight against 

corruption. 

In order to strengthen the vigilance of Group employees, a training 

module pertaining to awareness-raising in the fight against 

corruption was implemented in 2013.  

The adoption on 8th November 2016 by the French Parliament of a 

new law regarding transparency, the fight against corruption and the 

modernisation of the economy (“SAPIN II”) reconciles the French 

legal framework with the strictest international practices. With a view 

to its entry into force in June 2017, Societe Generale reviewed its 

system in 2016. The Group has a solid normative framework, in 

order to ensure it continues to meet current standards. In 2017, the 

Group will conduct initiatives aimed at further strengthening its 

efficiency. 
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EMPLOYEE ETHICS  

Compliance with ethical policies is a key obligation under Societe 

Generale's rules of conduct. Procedures and their proper 

application are closely examined, including those related to the 

supervision of outside personnel (employees of service providers, 

temporary employees and trainees).  

The requirements of the new European regulations regarding 

market abuse (“MAD II/MAR”), effective as of 3rd July 2016, have 

been incorporated in the Group’s internal monitoring system 

regarding the fight against insider trading and market manipulation. 

CONFLICTS OF INTEREST 

The Group has a guideline on the prevention and management of 

conflicts of interest, which specifies the principles and 

mechanisms implemented. This guideline was updated at the 

end of 2016 to take into consideration the regulatory changes 

under way (see the “MIF2” European regulation on customer 

protection). 

It covers the two categories of potential conflicts of interest: 

firstly, those that could occur between the Group and its 

customers, or between the Group’s customers; and secondly, 

those that could occur between the Group and its employees (in 

particular in relation to activities involving an employee’s personal 

interest and/or professional obligations). It sets out the 

obligations for identifying potential conflicts of interest, which 

should be entered into a tool for mapping or registering conflicts of 

interest. 

MARKET ABUSE 

As part of the entry into force of the reform of the market abuse 

system as of 3rd July 2016 (“Market Abuse” regulation of 12th 

June 2014 and “MAD II/MAR” Directive), the Compliance 

Department coordinated a cross-business project for the 

regulatory implementation and monitoring of action plans defined 

by the business lines. To this end, practical solutions were 

launched while a sustainable approach was created where 

necessary.  

Special attention was given to the modernisation of automated 

detection and analysis tools. The system also benefited from the 

coordination between the Corporate Divisions and businesses, a 

training programme for the staff concerned, and the development 

of normative documentation. The targeted solution will be 

implemented in parallel in 2017. 

EXCEEDING OWNERSHIP THRESHOLDS 

The cross-business tool for monitoring equity interests and voting 

rights held by Societe Generale in listed issuers ensures 

worldwide compliance (103 countries) with regulations on the 

exceeding of share ownership thresholds (pursuant to the law or 

the by-laws, or during public offer periods). It includes all forms of 

shares and derivatives with underlying equity securities held. 

These holdings are calculated in accordance with the specific 

rules in each country. 

SUPERVISING CUSTOMER PROTECTION 

The supervision of customer protection is a field enjoying 

increasing attention from banking supervisors and regulators. 

Penalties are likely to increase even further. The Group has made 

significant progress in its customer protection approach (better 

knowledge of incidents, implementation of remediation plans, 

normative documentation, and management of regulatory projects).  

Among the actions taken, we can mention the following: 

■ completing the new customer protection questionnaire of the 

French Prudential Supervisory and Resolution Authority 

(Autorité de contrôle prudentiel et de résolution – ACPR); 

■ a programme structure within the Compliance function, 

supervising the implementation of the “MIF2” regulation; 

■ a MOOC (Massive Online Open Course) developed in 

collaboration with the Group Risk function: it meets the need 

to provide extensive cross-business training and contributes 

to the vocational training of the supervisory functions 

regarding customer protection. 

CLAIMS AND MEDIATION 

A claim is treated foremost as a commercial action which contributes 

to customer satisfaction. 

Significant progress has been made by the core businesses over 

the last three years in terms of processing customer claims. The 

core businesses benefit from ad hoc governance, an 

organisation, human and IT resources, formalised procedures, 

together with quantitative and qualitative monitoring indicators. 

The progress observed is also the result of significant awareness-

raising and training initiatives conducted among employees. 

A Group “Customer complaint processing” guideline was published 

in January 2017. This guideline includes recommendations from the 

national regulator, and “MIF2” regulatory requirements, as part of 

strengthening customer protection measures in Europe. 

MANAGEMENT OF REPUTATIONAL RISK 

The management of reputational risk is governed by an internal 

directive. The control set-up procedures implemented are intended 

to prevent, identify, assess and control risks.  

It is coordinated by the Compliance Department, which: 

■ defines the relevant controls in terms of reputational risk 

management;  

■ supports Group employees, and more particularly the compliance 

control officers of the core businesses, in their strategy for 

preventing, identifying, assessing and controlling reputational risk;  

■ offers and updates training programmes to raise awareness of 

reputational risk;  

■ defines, analyses and communicates the results of reputational 

risk management tools (specific dashboard) on a quarterly basis 

to members of the Group Executive Committee (COMEX) and, on 

a half-yearly basis, to the Audit and Internal Control Committee 

(CACI). 
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OTHER REGULATORY MATTERS 

In 2016, in cooperation with the business lines, the Compliance 

function continued development and compliance workshops 

covering numerous important regulations, in particular: the French 

banking law of 26th July 2013, the Volcker reforms, the DFA (“Dodd-

Frank Act”), the EMIR (“European Market Infrastructure Regulation”), 

the Eckert Act, the FATCA (“Foreign Account Tax Compliance Act”), 

and Common Reporting Standards (“CRS”). 

NORMATIVE DOCUMENTATION AND 

INFORMATION SHARING 

To complete its assignments, the Group Compliance function relies 

on normative documents (directives, guidelines and procedures) 

which are regularly updated. 

In 2016, the Compliance function developed a “Click & Know” 

booklet to facilitate the knowledge and understanding of normative 

documentation relating to compliance. “Click & Know” is a practical 

tool intended to help employees better understand regulatory 

requirements. 

THE PERMANENT CONTROL SYSTEM 

The Compliance function is one of the three control functions of 

the Societe Generale Group (together with the risk and finance 

functions) that implements permanent second-level control to 

review the quality of the checks performed by the businesses.  

The roll-out of this control system is currently an important part of 

the second line of defense. 

Compliance and the Code of Conduct  
Compliance with ethical rules which meet the highest 

professional standards is part of the Societe Generale Group’s 

commitments.  

Numerous culture and conduct workshops have been conducted 

since 2006. The Group has a set of strict good conduct 

doctrines and rules. The Group’s Code of Conduct, updated in 

October 2016, is covered by an internal directive including all 

these workshops (see Chapter 5.2 Code of Conduct). 

The individual and group behaviour principles and rules 

promulgated go beyond the strict application of current laws and 

regulations, in particular when the ethical standards in certain 

countries are not consistent with the values and commitments 

applied by the Group.  

This directive applies to all employees, regardless of their 

responsibility level, as well as to Group managers, and also 

specifies alert procedures when a special situation so requires. 

The Group protects whistleblowers.  

Responsible banking relies on the following: 

■ not working with a customer or counterparty for which it is 

not possible to gather satisfactory information to know that 

person; 

■ understanding how to assess the economic reality of a 

transaction; 

■ being able to justify each decision under any circumstances. 

As a result, the Group: 

■ shall refrain from completing transactions in countries or 

entering into relationships with natural persons or legal entities 

whose activity would violate the laws or principles that guide a 

banker’s behaviour; 

■ will not work with customers or counterparties in transactions 

for which it cannot assess the economic reality, or where 

there is an absence of transparency which could lead to the 

conclusion that they violate accounting or ethical principles; 

■ provides information that is accurate, clear and not misleading 

on the products and services it offers, and verifies that said 

products and services are suited to customer needs; 

■ ensures, under all circumstances, the prevention of any 

conflicts of interest, the confidentiality of privileged information 

and the security of personal data, and guarantees the ethical 

and transparent use of such information.  

The Compliance function's 

transformation programme 
The Group has launched a programme covering the 2015-2020 

transformation period of the Compliance function, aimed at (i) 

strengthening compliance risk control through heightened 

vigilance and awareness-raising applicable to all players, 

including the business divisions, their support staff and the 

Corporate Divisions, (ii) increasing the operational efficiency of all 

related processes, and (iii) meeting the requirements of 

supervisory and regulatory authorities in the long term.  

This programme provides for updated governance and greater 

resources allocated to the Compliance function, whether in terms of 

recruitment, training, or modernisation of dedicated information 

systems.   

In 2016, each of the Group’s business divisions developed a multi-

annual roadmap in collaboration with the programme team. They 

cover all the aspects of a compliance risk management programme, 

from updating the risk assessment to strengthening controls and 

reviewing key aspects (KYC, embargoes and sanctions, AML, 

customer protection, market abuse, etc.), updating the normative 

framework, and training and communication initiatives. Approved by 

the Group Executive Committee, their work is monitored on a 

quarterly basis at each Compliance Committee meeting at Group 

Executive Committee (COMCO) level.  

Work dedicated to a target operating model for the Compliance 

function (target organisation, macro-processes, improved data 

quality, industrialisation of tasks through innovation, etc.) was 

also started. It is based on best practices, new organisational 

models implemented by other banks, and the most recent data 

processing developments.  

This programme includes a component specific to business 

operations in the United States, which are subject to specific 

monitoring by the Group Executive Committee and Board of 

Directors. In its yearly assessment report, the Federal Reserve 

Bank stressed the progress already made, while calling for 

continued remediation efforts to finalise the initiatives undertaken 

and ensure their sustainability. The close monitoring of this 

programme will continue in 2017 with the support of three lines 

of defense (core business, compliance function, internal audit). 

Lastly, it should be noted that the programme’s participation in the 

implementation of new regulations is helping to accelerate this 

transformation.  
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Looking ahead to 2017 
The Group Compliance system will continue to be strengthened 

in 2017 as part of the three-year action plans prepared for each 

core business. 

In addition to its regulatory and operational efficiency targets, the 

Compliance function’s transformation programme aims to take 

into consideration all developments in the Group, and to use new 

technologies. 

As part of continuing the development of the Group Compliance 

function, started several years ago with the main goals of 

strengthening its governance and the internal control system, 

2017 will be a decisive year with two major strategic projects: 

■  the “Culture and Conduct” programme, supervised directly 

by the General Management, the rules and principles of which 

go beyond regulatory requirements and aim in particular to 

develop training and awareness-raising initiatives for 

employees and management (see Chapter 5.2 Culture and 

Conduct); 

■ the study and implementation of the direct link between the 

Compliance Department and a Deputy Chief Executive Officer 

of the Group, as a full-function Division, just like the Risk 

Division and the Inspection and Group Audit.  

RISKS AND LITIGATION    

The information pertaining to risks and litigation is included in Note 9 to the consolidated financial statements, page 423.  
 

 


